r 1 i 

F-688 



1/18 

^ — 20 




F-688 



2/18 

r 



Wireless Data Connection 40 



Display 20 



Encryption/Decryption 
Engine 36 



Secure Key 
Store 37 



i 


i 




[ I 






Display 




Controller 30. 


► 


Program 


Driver 42 


M 




ROM 44 



Keyboard Input 32 



Tamper 
Detector 
33 



Thumbprint Processor 34. 



Fig. 2 



F-688 



3/18 



Bank 54. 



On-Line 
Payment 
Service 56 



Vendor £2 






ID 




Reflector 




Templates 




Pseudo- 


/ ► 


factual 




Statements 




Open-ended 




Queries 



Fig. 3 



46 




Trusted Third Party Server 50 



e-Wallet 10 



74rO 




688 



4/18 



c 



Start 



Input 
Thumbrint 



Encrypt and 

Upload 
Thumbprint 




Download 
Decrypt and 
Display Screen 




Fig. 4 



F-688 



5/18 



^ Start ~~^) 



Input and Test 
Thumbrint 



100 



104 




-1 02 



Encrypt and Download "You 
Must Have Account to Initiate 
Transaction" 



End 



Encrypt and Download 
"Enter Password " 




112 



116 



Encrypt and 
Download 
Screen 1 1 4 




114 



126 



Send Document 
Review Acct 
Order 
eXit 



Call(Pay) 
(Fig- 7) 



Fig- 6 



132 



Call(Send 
Document) 
(Fig- 14) 



-136 



Call(Review 
Acct.) 
(Fig. 20) 



140 



Call(Order) 
(Fig.21) 



End 



Fig. 5 



3 



142 



-688 



6/18 




170 



164 



/[From TTP Acct ~| 

From Checking Acct [pers.] 
From Checking Acct [bus ] 
From Credit Card 
From Payment Service y 



Fig. 8 




F-688 



7/18 




Encrypt and 
Download 
Transaction 
Description 



Return ^ 



230 



Fig. 9 



F-688 



8/18 



240 




300- 



Identrfy Supplier- 
Get Supplier Payee 
Information 



268 



270 



Select, Encrypt 
and Download 
Input Request 



Wait 



274 



276 



Encrypt and 
Download Re- 
enter Input 




Wait 



278 



Input 
Thumbprint 




242 



244 



280 



282 



252 



N 


Encrypt and 
Download "No 
Previous 
Relationship - Do 
You Want to 
Continue?" 






Wait 






N >^ 



Confirm and 
Further Develope 
Relationship 




253 



Begin To 
Establish 
Reartionship • 
Create TTP 
Acct 



End 



3 



Encrypt and Download 
Stored Information w/ 
"OK?" 



Fig. 10 



Wait 



262 




v Confirmed? 



Return *N 
Payee Information/ 



688 



9/18 




688 



10/18 




346 



350 









Set Flag 13 








Call(Payee 
Information) 
(Fig. 10) 







354 










Direct Credit 
Card Co. to 
Pay Acct. 







Return 



Error 



Fig. 12 



688 



11/18 



360 



364 




Set Flag 13 



370 



Call(Payee 
Information) 
(Fig. 10) 



374 



378 




372 



Transfer Amount From 
Client Payment Service 
Acct to Payee Payment 
Service Acct 



382 



Fig. 13 



Encrypt and 
Download 
Transaction 
Description 



Return ^ 



390 



380 




Direct Service 
to Mail Check 
to Payee 



Error 



388 



F-688 



12/18 




Fig. 14 



F-688 



13/18 



43C 



434 



436 




Encrypt and Download 
"Select Document" 
w/ List of Stored 
Documents 



Wait 



Encrypt and 
Download Selected 
Document w/ " Deliver 
Document?" 



Wait 




Set Flag 16 



Call(Payee 
Information) 
(Fig. 10) 



Call(Deliver 
Document) 
(Fig. 17) 



^ Return ^ 



442 



444 



448 



Fig. 16 



F-688 



15/18 



470 



472 



474, 



476 



480 



482 



484 



488 



Start 



Encrypt and 
Download Receipt 
Form 



Wait 



Encrypt and 
Download Completed 
Receipt w/ "Confirm?" 



Wait 




Call(Payee 
Information) 
(Fig- 10) 



Call(Deliver 
Document) 
(Fig- 17) 

Return ^ 



Error 




Fig. 18 



F-688 



16/18 



490 



492 



496 



498 



Start 



Encrypt and 
Download "Enter Text 
- Press Esc to End" 



Wait 



Set Flag 18 



Call(Payee 
Information) 
(Fig- 10) 



Call(Deliver 
Document) 
(Fig. 17) 



Return ^ 



Fig 



688 



17/18 



500 



Q Start 



Encrypt and 
Download Acct 
Summary w/ "Press 
Esc When Done" 



502 



Q Return 




Encrypt and 
Download "Send 
Balance?" 



526 



Transfer Amount 

From Acct to 
User's Bank Acct 



528 



529 



510 



512 



Wait 




Addr OK? 



Generate and 
Mail Check to 
User 



Encrypt and 
Download 
Transaction 
Description 



Fig. 20 



Set Flag 20 




14 



Call(Payee 
Information) 
(Fig. 10) 




536 
Error J> 



538 



F-688 



18/18 



541 



Error 




Encrypt and Download 
List of Vendors w/ 
"Select Vendor" 



Wait 



Encrypt and Download 
Ordering Information 



550 



Wart 



Get Price, Times, etc. 
from Vendor - Encrypt 
and Download w/ 
"OK?" 






' Y 


Set Flag 21 






Call(Pay) 
(Fig. 7) 








Fig. 21 



Get Receipt, Tickets, 
etc. From Vendor - 
Store as Document 

I 

— V Return J) 



570 



